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Chirng chi chuyén nghiép vé Khoa hoc Dir liéu (PCiDS™)
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PROFESSIONAL CERTIFICATE
IN DATA SCIENCE
AWARDED TO

Jane Doe

For the successful completion of the Professional Certificate in Data
Science (Cybersecurity), and in accordance with the standards set forth

by the awarding and accrediting bodies, the holder of this certificate is
hereby granted the privilege to use the designatory title 'PCiDS'".

Accredited by:

INTERNATIONAL SOCIETY FOR
DATA SCIENCE AND ANALYTICS

& ADaSci

Praescantia

Managing Director

Chuong trinh chimg nhan toan dién, duoc kiém dinh day du nay dugc thiét ké danh cho cac chuyén
gia mong mudn phat trién ning lyc chuyén siu tai giao diém giita khoa hoc dit liéu va cac tng
dung thuc tién. Thong qua hé théng mo-dun hoc tap c6 ciu tric, cac hoat dong hoc tip tuong tac,
thoi lwong tu hoc ¢6 hudng dan va mo-dun dd an tong hop (capstone project) duoc hd trg bai nén
tang Canvas LMS, hoc vién s& dugc trang bi kién thirc thuc hanh chuyén sau, bao quat tir cac
nguyén 1y nén tang cua tri tué nhan tao va khoa hoc dit liéu dén céc k¥ thuat chuyén nganh nang
cao nhu phan tich dit liéu, truc quan héa, md hinh hoéa va hd trg ra quyét dinh, phu hop véi boi

canh chuyén d6i s6 dang phat trién nhanh chong hién nay.
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Theo cac két qua danh gia ban dau, 87% hoc vién hoan thanh Chung chi Chuyén nghiép vé Khoa
hoc Dt liéu (PCiDS™) da dat dugc su thang tién trong su nghi¢p hoac tim duogc vi¢c lam trong
vong sau thang, nho van dung hi€u qua cac nang lyc dua trén dit liéu duoc hinh thanh thong qua

chuong trinh nang cao k¥ nang nay.

Chung chi PCiDS™ duogc cong nhan trén pham vi toan cau, vdi sy bao trg cua cac to chic kiém
dinh quoc t€, hoi dong danh gia chuyén gia va mang ludi cac ¢ van uy tin, qua d6 bao dam tinh
tin cdy, gia tri hoc thuat va mirc do chap nhan rong rai trong nhiéu linh vyc va chuyén nganh khac

nhau.
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Cép d6 Nén tang (Anchor Level) — Khoa hoc Dir liéu

Chuén dau ra khoa hoc (Course Outcome):

Khoéa hoc nén tang nay gidi thi€u cac khai niém cot 161 vé Tri tu¢ nhan tao (Al), Khoa hoc Dit lidu,

Béo v¢ Dir liéu Ca nhan (PDP) va Phan tich dir liéu c6 dao dutrc, cac k¥ thuat tich hop dir li€u co

ban (ETL), cing nhitng nguyén 1y nén tang ctia Hoc may (Machine Learning — ML). Khéa hoc

dugc thiét ké khong chi nham hinh thanh cac ning luc ky thuét thiét yéu ma con bao dam sy tuan

thil cac quy dinh ctia nganh va céc tiéu chuan chat luong phuc vu cho chirg nhan ISO. Noi dung

khoa hoc chu trong xac dinh rd chuan dau ra hoc tip, ting cuong thuc hanh ung dung, dénh gia

lién tuc va xay dung hé théng tai liéu chat lugng.

Giang vién: TS. Daniel Koh

Noi dung khoa hoc

1. Gidi thiéu vé Khoa hoc Dit liéu va Tri tué Nhan tao (3 gio) — Hoc truc tuyén

a) Chuén dau ra hoc tap:

1.

2.
3.
b) Mo ta:

Trinh bay dugc céc khai niém co ban va ing dung cua Al va Khoa hoc Di
liéu.

Hiéu va md ta duogc cac budce trong vong do1 cua Khoa hoc Dt ligu.

Van dung céc khai niém théng ké co ban vao cac vi du thuc tién.

Cung cap kién thirc nén tang nham phén biét sy khac nhau giita Khoa hoc

Dit liéu va Tri tué Nhan tao.

2. Gidi thiéu vé PDPD va Phan tich Dt liéu c6 Pao duc (3 gid) — Hoc tryc tuyén

a) Chuan dau ra hoc tap:

1.

3.
b) Mo ta:

Nhan thirc duge tim quan trong cua bdo v¢ dir liéu c4 nhan trong vi¢c bao
dam quyén ca nhan va tinh toan ven cua di liéu.

Paénh gia dugc tic dong cua cac quy dinh phap 1y trong yéu vé quyén riéng
tu dir liéu d6i vai hoat dong cua td chure.

Tich hop cac yéu té dao dtrc vao quy trinh phén tich dit liéu.

Trang bi hiéu biét co ban vé phap luat lién quan dén quyén riéng tu va cac

nguyén tic dao duc trong phan tich dir liéu.
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3. Trién khai ETL Co ban cho Céng viéc Khoa hoc Dit liéu (6 gid) — Hoc truc tuyén

a) Chuén dau ra hoc tap:

1.
2.

b) Mo ta:

Xay dung va thyce thi cac quy trinh ETL co ban.

Phat trién cac chién luge lam sach va chuyén ddi dix 1iéu nhim bao dam chat
luong dir ligu.

Ap dung cac k§ thuat phat hién bat thuong ¢ muc co ban dé bao mat va xac
thuc dir ligu.

Cung cap kién thirc va k¥ nang co ban vé trich xuat, chuyén déi va nap dir

liéu, dac biét doi vadi cac b dit lidu lién quan dén an ninh mang.

4. 4. Téng quan vé Hoc may trong Ung dung Tri tué Nhan tao (8 gid) — Hoc truc tuyén

a) Chuin
1.

b) Mo ta:

dau ra hoc tap:

Hiéu dugc vong doi day du ctia mot du an hoc may va trién khai duoc mot
quy trinh ML co ban.

Phan bi¢t dugc cac phuong phap hoc c6 giam sat, khong gidm sat va hoc
tang cuong.

Van dung cac thuat toan hoc may dé giai quyét cac bai toan co ban vé an
ninh mang va chét lugng dir li¢u.

Trang bi kién thirc nén tdng vé hoc c6 giam sat va khong gidm sat, cling nhu

cach AI duoc ing dung trong viéc phét hién 16 hong.

Thot lugng: Linh hoat

Tdng thoi gian hoc: 20 gio
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Cép d6 Trung cip (Intermediate Level) — Khoa hoc Di liéu
Chuén dau ra khoa hoc (Course Outcome):

Khoa hoc & cip do trung cap nay gidi thiéu cac khai niém thiét yéu cua 1y thuyét dd thi, bao gdm
phan loai dd thi, phuong phap biéu dién, cac thuat toan duyét dd thi va nhitng thudc tinh quan
trong ctia d6 thi; dong thoi van dung cac nguyén 1y nay vao viée giai quyét cac bai toan an ninh
mang trong thyc tién. Chuong trinh dao tao két hop giira giang day 1y thuyét va cac bai thuc hanh
trong phong lab (st dung céc cong cu nhu thu vién NetworkX cta Python), cting véi hé thong tai
liéu chi tiét nham bao dam chat luong, kha ning truy xuat va dap ing yéu cau kiém toan theo tiéu

chuén 1SO.

Giang vién: TS. Daniel Koh
Noi dung khoa hoc
1. Giéi thiéu vé Ly thuyét D6 thi (3 gio) — Hoc truc tuyén

a) Chuén dau ra hoc tap:

1. Dinh nghia va sir dung dliing cac khai niém, thuat nglr cdt 161 cua ly thuyét
do thi.

2. Phan loai va biéu dién chinh xé4c cac dang dd thi khac nhau.

3. Trién khai cac thut toan duyét dd thi co ban (BFS, DFS) va tinh toan duong
di ngan nhét bang thuat toan Dijkstra.

4. Phan tich va danh gia cac thudc tinh cua do thi nham hd tro giai quyét cac
bai toan trong linh vyc may tinh.

b) M0 ta: Ly thuyét do thi c¢6 nhiéu ing dung trong linh vyc an ninh mang, cung cép
khung phan tich hiéu qua cho cac mdi quan hé va cau triic trong mang, hé thong va
dir liéu. Hoc vién s& dugc trang bi kién thirc tong quan va nén tang vé 1y thuyét do
thi.

2. Ung dung Ly thuyét D6 thi trong An ninh mang (17 gid) — Hoc tryc tiép

a) Chuan dau ra hoc tap:

1. Giai thich duogc vai trd cta 1y thuyét d6 thi trong viéc phén tich cac kich ban
an ninh mang phtc tap.
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2. Xay dung cac do thi c6 hudng va vo hudng dé moé hinh hoa chinh xac mang
may tinh.
3. Phat trién cac cdy tAn cong (attack trees) va dd thi tAn cong nham biéu dién
cac kich ban va mdi de doa an ninh mang tiém an.
b) Mo ta: Hoc vién c6 co hoi thiét ké va xay dung cac mo hinh db thi cta riéng minh
trong bdi canh an ninh mang, qua d6 ting cuong ning lyc phén tich va tng dung

thuc tién.

Thoi lwong: 3 gid (linh hoat) + 17 gid (hoc tryc tiép)

Téng thoi gian hoc: 20 gio
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Cép d6 Nang cao (Advanced Level) — Khoa hoc Dir liéu
Chuén dau ra khoa hoc (Course Outcome):

Khoa hoc nay trang bi cho hoc vién ning luc chuyén dbi cac tap dit liéu phirc tap thanh cac biéu
dién tryc quan cé gia tri phan tich cao, dong thodi phét trién chuyén mon trong viéc tich hop va
phan tich dir liéu an ninh mang. M6-dun thir nhat tap trung gidi thiéu cac nguyén 1y va ky thuat
cbt 18i cia truc quan hoa dir liéu hiéu qua; mo-dun thir hai di siu vao cac phuong phap phén tich
dir lidu nang cao, dugc thiét ké chuyén biét dé giai quyét cac thach thic trong linh vuc an ninh
mang. Chuong trinh dao tao két hop chit ché giira Iy thuyét va thuc hanh ung dung (st dung céc
cong cu nhu Power BI va Python), ciing v6i hé thong tai liéu chi tiét nham dép tmg yéu ciu kiém

toan ISO thong qua cc quy trinh c¢6 kha ning truy xuat va dugc chuan hoa.

Giang vién: TS. Daniel Koh
Hinh thire dao tao: Hoc truc tiép (Face-to-face)
Noi dung khoa hoc
1. Gioi thiéu vé Tryc quan hoa Dir liéu (3 gio) — Hoc truc tiép
a) Chuén dau ra hoc tap:
1. Dinh nghia dugc khai niém truc quan hoa dir li¢u va giai thich vai tro cua
no trong viéc chuyén tai dir liéu phirc tap thanh cac thong tin d& hiéu.
2. Nhén dién céc loai hinh tryc quan héa khac nhau va lya chon phuong phép
pht hop cho ting bdi canh phan tich.
3. Sir dung cac cong cu truc quan héa dir liéu dé xay dung cac biéu dd, bao
cao tryc quan rd rang va co tinh tuong tac.
4. Van dung cac nguyén tic va thong 1¢ tot nhat nham bao dam cac san pham
tryc quan hoa truyén tai ding va hiéu qua thong diép phan tich.
b) Mo ta: Cung cép cho hoc vién cai nhin tong quan vé cic cong cu truc quan hoa dit
li¢u, dac biét trong bdi canh tich hop dir li¢u tur nhiéu nguén khac nhau.
2. Truc quan hoa Dit liéu cho Dt liéu Géc va Dir liéu Thir cdp (17 gid) — Hoc tryc tiép

a) Chuén dau ra hoc tap:
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1. Phén biét duoc dit liéu gdc (master data) va dir liéu thi cap (secondary data)
trong an ninh mang, cling nhu vai tro cua chung trong mdt khung phan tich
thong nhat.

2. Thuyc hién cac quy trinh ETL va cac phép ndi dit liéu nham tich hop da dang
ngudn dit liéu an ninh mang.

3. Ap dung cac phuong phap thong ké nhu Chudi Markov, Suy luin Bayes va
kiém dinh Chi-binh phwong dé phan tich cac su kién an ninh mang.

4. Xay dung va trinh bay cac bao cao, bang diéu khién (dashboard) tong hop
nham hd trg quan ly mdi de doa chu dong va tang cuong hi¢u qua thyc thi
chinh sach.

b) Mo ta: Hoc vién c6 co hoi thuc hanh tich hop va két ndi cac ngudn dir lidu dén tir
cac cong cu an ninh mang va dir liéu nghiép vu, qua d6 nang cao nang luc phan tich

va truc quan héa dir liéu trong bdi canh thyc tién.
Thoi gian dao tao: 2 — 4 tuan

Tong thoi lugng: 40 gio

10
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Vong Panh gia va Cip Chirng nhén (Qualifying and Certification Round)
Chuén diu ra khoa hoc (Course Outcome):

Day 1a giai doan danh gia cudi cing trong quy trinh xét cap Ching chi Chuyén nghiép vé Khoa
hoc Dt li€u (An ninh mang) — PCiDS™., Toan bd cac dd an tot nghiép duogc tham dinh boi Hoi
ddng Panh gia Chuyén gia, gdm cc chuyén gia giau kinh nghiém vdi trén 20 nam hoat dong trong
linh vuc khoa hoc dit liéu, nhdm bao dam tinh hoc thuét, tinh ung dung va chuin muc nghé nghiép

ctua chuong trinh.

Giang vién huéng din: TS. Daniel Koh
Hinh thire: Tu vén tryc tuyén (Online consulting)
Giam khao: TS. Daniel Koh, TS. Kathrin Kind
Noi dung danh gia
1. DO an tot nghiép dé cap chimg nhan PCiDS™ (An ninh mang)
a) Hoc vién thuc hién mot du an phan tich an ninh mang tong thé (end-to-end), tich
hop cac noi dung: hoc may, 1y thuyét dd thi va k¥ thuat dir liéu ung dung.
b) San phim danh gia bao gdm: bao cdo viét, quy trinh xur Iy dit liéu (data pipeline),
trién khai mé hinh Al va bang diéu khién truc quan hoa dir liéu (dashboard).

2. Tham khao diy du cac yéu cau cip chimg nhan tai: https:/datachord.sg/pcids-exam

Thoi gian thyc hién: Khoang 3 thang (dé cp chimg nhan)
Téng thoi luong: 110 gid

Ny H


https://datachord.sg/pcids-exam
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Kiém dinh chit lwong Data Chord

‘ INTERNATIONAL SOCIETY FOR
DATA SCIENCE AND ANALYTICS

Hiép hoi Quc té vé Khoa hoc Dir liéu va Phén tich (ISDSA) 1a mét t6 chirc nghé nghiép toan cau,

hoat dong véi st ménh thiic ddy sy phat trién ctia khoa hoc dif liéu thong qua nghién ctru, gido duc
va hop tac cong dong. ISDSA két ni cac hoc gia, chuyén gia thuc hanh va cic nha lanh dao nganh
dén tir nhiéu linh vyc khac nhau nham thac déy cac chuin muc khoa hoc nghiém ngat, khuyén
khich d6i méi sang tao va hd trg viée str dung dir lidu mot cach c6 trach nhiém trong giai quyét
céc van dé thuc tién. Thong qua cac hoi nghi, tap chi khoa hoc, chuong trinh dio tao va mang luéi
hop tac qudc té, ISDSA cung cap mot dién dan trao doi tri thire, ddng thoi gop phan thuc day tién

bd trong qua trinh ra quyét dinh dua trén dir liéu trén pham vi toan cAu.

: ] ) :
gatton of Datq Stig .
o 1'15‘{!;
? ?‘ ADaSci |55 q

INTERNATIONAL CERTIFICATE OF ACCREDITATION

Presented to

@afﬂ %/04(6/

This certifies that the organization has met the global accreditation criteria, demonstrating
O excellence, industry standards, and innovation in Al programs. &

Certificate No: 20250401132, Validity: 24.04.2025 to 23.04.2026

Vesca——=

Senior Director, ADaSci President, ADaSci
-

THE ASSOCIATION
OF DATA SCIENTISTS

ADaSci

Hiép hoi Cac Nha Khoa hoc Dit lidu (Association of Data Scientists — ADaSci) 1a mot t6 chirc
nghé nghi¢p hang dau trén pham vi toan cau, hoat dong vo1 muc ti€u thuc déy sy phat trién cua
cac linh vuc khoa hoc dir li¢u, hoc may va tri tu¢ nhan tao. ADaSci cung cép hoat dong kiém dinh

chét lugng cho td chirc, duoc xem la dau ching nhan uy tin, nham xac nhan chat lugng, tinh cap

12
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nhat va mirc d6 gin két v6i nhu cAu nganh cua cac chuong trinh, san pham va dich vu trong linh
vuc Al khoa hoc dir li€u va phan tich. Viéc dugc kiém dinh béi ADaSci mang lai cho céc td chire
su cong nhan quéc té, nang cao uy tin hoc thuat va nghé nghiép, bao dam tuan thu céac chuén muc
ctia nganh, ddng thoi mé rong kha ning tiép can mang ludi chuyén gia va ngudn luc toan ciu.
Thong qua viéc dap Gmg cac tiéu chuan kiém dinh nghiém ngit cuia ADaSci, cac chuong trinh nhu
PCiDS™ c¢6 thé khang dinh cam két vé chit lwong, tinh xuét sic va mirc d6 phi hop véi yéu cau

thyc tién clia nganh.
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Cap do Nén tang (Anchor Level) — An ninh mang
Chuin dau ra khéa hoc (Course Outcome):

Khoa hoc nén tang ndy trang bi cho ngudi hoc nhiing kién thire ¢t 18i vé an ninh mang va trai
nghiém thuc hanh ban dau ddi véi cac khai niém lién quan dén tin cong c6 dao duc (ethical
hacking). Nguoi hoc s& hiéu dugc cac mdi de doa an ninh mang phd bién, cach thirc cac cude tin
cong co ban dugc thuc hién, ciing nhu phuong phap ma t6 chirc phat hién va tng pho véi cac sy
cb an toan thong tin. Cap do nay nham xdy dyng nén tang ky thuat va su ty tin can thiét dé nguoi
hoc tiép tuc tham gia cac khoa dao tao an ninh mang ¢ trinh d trung cép.

Giang vién:

TS. Zulkifli Jalil

Noi dung khoa hoc

1. Giéi thi¢u vé Tan cong cé Pao dirc (Ethical Hacking) — Hoc trurc tuyén

e TOng quan vé an ninh mang va tan cong co dao duec.
e Vai tro cua chuyén gia tan cong c¢6 dao dirc va cac chuyén gia an ninh thong tin.
e Céc khai niém tan cong co ban, birc tranh tong thé vé moi de doa va céac gidgi han phép ly.

2. Thu thiap Dau vét va Trinh sat (Footprinting & Reconnaissance) — Hoc truc tuyén

e Céc khai niém va k¥ thuat thu thap thong tin.
e Phuong phép trinh sat thu dong va chu dong.
e Hiéu cich ké tan cong khai thac cac thong tin cong khai san co.

3. Quét Mang (Scanning Networks) — Hoc trwc tuyén

e Nguyén ly co ban ctia hoat dong quét mang.
e Xéc dinh cac cong mo va dich vu dang hoat dong.
e (i01 thi€u cac cong cu quét mang nhu Nmap.

4. Liét ké Thong tin (Enumeration) — Hoc tryc tuyén

e Khai niém vé liét ké thong tin va murc do 10 lot thong tin hé théng.

14
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e Xac dinh nguoi dung, dich vu va cac cau hinh sai co ban.

5. iLabs: Gi6i thi¢u Phat hi¢n Bit thwong Mang c6 Hb trg' AT — Hoc truce tuyén

Khai niém phat hién bat thudng trong an ninh mang.

Gi6i thiéu phuong phap phat hién mbi de doa c6 sy hd tro ciia tri tué nhan tao.
Thuyc hanh c6 huéng dan vé phat hién bat thudng mang & mirc co ban.

Khéng yéu cau kién thirc nén vé Al hoic lap trinh.

6. Cac Md-dun Thue hanh B6 trg (Cyb3r Foundation) — Hoc truc tuyén

Nén tang an ninh mang: méi de doa, 15 hong va bién phap phong vé.

Thuc hanh co ban vé tin cong c6 dao durc (trinh sat va quét hé thong).

G161 thiéu vai tro chuyén vién SOC: phan tich log va canh bdo ¢ murc co ban.
Kién thtrc nén vé an ninh tng dung web (tong quan OWASP Top 10).

Co s& phat hién ma ddc va tin cong lira dao (phishing).

L§ trinh phat trién (Progression):

Hoan thanh khoa hoc s& gitip ngudi hoc du didu kién tiép tuc tham gia Cap dd Trung cip —
An ninh mang, d6ng thoi sin sang cho céc vi tri an ninh mang hodc SOC & cép do dau vao.

Luu y: Tat ca cdc hoat ddng thue hanh dwoc trién khai trong méi triecong phong lab dwoc kiém

soat chat ché va chi phuc vu muc dich dao tao.
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Cap d0 Trung cap (Intermediate Level) — An ninh mang

Chuén diu ra khoa hoc (Course Outcome):

Khoa hoc an ninh mang & cp do trung cap nay duoc xay dung trén nén tang kién thirc co ban, tap

trung vao cac k¥ thuat tin cong trong méi truong thuc té, phan tich mdi de doa va diéu tra su cb

an toan thong tin. Ngudi hoc s& phat trién ning luc phén tich 16 hong, hiéu hanh vi cia mi doc,

phat hién cac hinh thirc tn cong k¥ nghé xa hoi, dong thoi hd tro cac hoat dong cia Trung tam

Diéu hanh An ninh (Security Operations Centre — SOC) thong qua viéc sir dung cac cong cu thuc

hanh va k¥ thuat co hd tro cua tri tué nhan tao.

Giang vién:
Zulkifli Jalil

Noi dung khoa hoc

1.

Phin tich L hong (Vulnerability Analysis) — Hoc true tuyén

Nhan dién cac 16 hong va diém yéu an ninh pho bién trong hé thng.
Gi6i thi€u cac khéi niém vé quét va danh gia 16 hong.
Phan tich va dién giai két qua quét nham de xuat cac bién phap cai thién an ninh.

Tén cong Hé thong (System Hacking) — Hoc truc tuyén

Tong quan vé céc hinh thirc tan cong & cap do hé thong va khai niém khai thac 16 hong.
Hiéu cac diém yéu trong co ché xac thuc va leo thang dac quyén.
Trinh dién céc kich ban tan cong c6 dao dlrc trong mai trudong kiém soat.

Mobi de doa Ma ddc (Malware Threats) — Hoc truc tuyén

Phén loai ma doc va cac con duong tin cong phd bién.
Phan tich hanh vi ma doc va phuong thirc 1y nhiém.
Céc khai niém co ban vé phat hién va phan tich ma doc.

Nghe 1én va Phan tich Lwru hrgng (Sniffing) — Hoc truc tuyén

Nguyén ly gidm sat luu lugng mang va phan tich goi tin.
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Hiéu cach thirc ké tn cong thu thap va chin dit liéu truyén trén mang.
Nhan di¢n cac mé hinh giao ti€p khong an toan.

K§ nghé Xi hi (Social Engineering) — Hoc trurc tuyén

Cac k¥ thuat va kich ban tin céng k¥ nghé x hoi thudong gip.

Phishing, gid mao danh tinh va céc thu thuat thao ting nguodi dung.

Néng cao nhén thirc va cac bién phap phong vé trude cac hinh thirc tn cong dya trén yéu
t con nguoi.

iLabs: Phat hién Ma ddc va Phishing c6 HS tro' AT — Hoc truee tuyén

Muc tiéu:

Gi6i thi¢u céc dy an thyc hanh c6 hudng dan, str dung cac cong cu Al co ban dé phat hién hoat

dong ddc hai.

e Ung dung cac mo hinh hoc may don gian trong phét hién ma doc va phishing.
e Hiéu nguyén ly phat hién bat thuong dua trén Al trong luu lugng mang.

e Thuyc hanh sir dung cong cu Al trong méi truong phong lab dugc kieém soat.

e Khong yéu cau kién thirc chuyén sau vé Al

Cé&c M6-dun Thuc hanh Bo trg (Cyb3r Intermediate) — Hoc truc tuyén

Diéu tra log SOC trén céac bo dir licu thyc té.

Phan tich luu lugng ma doc thong qua kiém tra goi tin.

Quy trinh phét hién phishing (phan tich header email, payload va chi s xdm nhap — 10C).
Co so san tim mdi de doa (threat hunting): nhan dang mau va phat hién bat thuong.

Tu dong hoa cac quy trinh an ninh co ban bang Python.

L9 trinh phat trién (Progression):
Sau khi hoan 'ghanh khoa hoc, ngudi hoc du diéu kién tiép tuc tham gia Cap dd Nang cao — An
ninh mang, dong thoi san sang dam nhiém cac vi tri nhu SOC Analyst (Cap d¢ 1), Chuyén vién
An ninh Thong tin Junior hoac Nhan sw ho tro' vin hanh an ninh mang.

Lueu y: Tat cd cdc hoat dong thuce hanh dwoc trién khai trong méi triecong phong lab diege kiém

soat va chi phuc vu cho muc dich dao tao.
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Cap d0 Nang cao — An ninh mang (Advanced Level — Cybersecurity)

Chuén diu ra ciia khéa hoc (Course Outcome):

Khoa hoc ning cao nay tip trung vao thuc hanh kiém thir xdm nhép (penetration testing), mé
phong tn cong va cac ki thuat né tranh hé thdng bao mat trong méi truong thuc té. Ngudi hoc s&
duogc trang bi kinh nghiém thuc tién trong viéc phat hién va khai thac cac diém yéu cua hé théng
va tmg dung, ty dong hoa cac tac vu kiém thir xAm nhap, dong thoi xay dung bao cdo danh gia an
ninh chuyén nghiép. Trinh dj nay chuén bj cho nguoi hoe ddm nhiém céc vi tri ky thuat nang cao
va theo dudi cac chimg chi an ninh mang chuyén nghiép.

Giang vién:

Zulkifli Jalil

Noi dung khoa hoc
1. Téan cong tir chéi dich vu — DoS/DDoS (Hoc truc tiép)

« Tong quan vé k¥ thuat tan cong DoS va DDoS
o Tac dong cua cac cudc tan cong lam gian doan tinh san sang d6i véi hé thong va mang
« Céc khai niém vé phat hién va giam thiéu tin cong

2. Chiém quyén phién 1am viéc — Session Hijacking (Hoc truc tiép)

« L3 hong trong quan ly phién lam viéc
o Cac khai niém ve danh cap cookie va cb dinh phién (session fixation)
« Bién phap phong vé trudc cac tin cong dya trén phién

3. Né tranh IDS, Twong lira va Honeypot (Hoc truc tiép)

 Co ché phat hién va ngan chan xdm nhap
e Cac k¥ thuat né tranh pho bién dugc ké tan cong st dung
e Minh hoa thyc hanh trong moéi truong kiém soat

4. Tén cong may chii Web (Hoc truc tiép)

L4 hong va céu hinh sai trén may chu web
o K¥ thuat khai thac nham vao céc thanh phan ctia may chu
e Nguyén tdc cau hinh an toan va gia co6 hé thong
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5. Tin cong tng dung Web (Hoc tryc tiép)

+ Cacky thuat tAn cong ning cao d6i v0i ing dung web

e Lo trong xac thuc, phan quyén va kiém tra dir li¢u dau vao

e Nhan thirc vé 1ap trinh an toan va bién phap phong thu

6. iLabs: Tw dong hoa kiém thir xAm nhip véi su hd tro ciia AI (Hoc truec tiép)
Muc tiéu:

Cung cap trai nghiém thyc hanh c6 hudng din trong viée sir dung cong cu Al dé tu dong hoa
cac tac vu kiem thtr xam nhéap.

Str dung cong cu hd trg Al dé phat hién 16 hong va mo phong tan cong

Tu dong hoa cac quy trinh kiém thir xam nhép phd bién

Hiéu cach Al nang cao hiéu qua trong danh gia an ninh

Chi thyc hién trong moéi truong md phong; khong ap dung trén hé thong dang van hanh
thuc te

Cé&c mo-dun thue hanh bd trg (Cyb3r Advanced) — Hoc true tiép

Tu dong hoa tan cong ing dung web bang cong cu hd trg Al

Kiém thtr an ninh API va tu dong fuzzing dir li¢u dau vao

K§ thuat né tranh IDS va tudng lira thong qua mo phong mau

Tu dong hoa bao céo 16 hong phuc vu SOC va d6i ngii quan 1y

Lap trinh Python dé ty dong hoa kiém thir xdm nhap va lién két quy trinh lam viéc

L trinh phat trién (Progression):

Ngudi hoc hoan thanh tdt c6 thé tiép tuc hoc 1én Trinh @9 Chuyén gia — An ninh mang (Expert
Level — Cybersecurity) hoac dam nhiém cac vi tri nhu Penetration Tester so' cap, Ky sw An
ninh, hoac Chuyén vién SOC néng cao.

Luu y: Toan bé cdc hoat dong thiee hanh dwoc trién khai trong méi trwong phong thi nghiém kiém

soat, chi phuc vu muc dich dao tao.
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Cap d0 Chuyén gia (Expert Level) — An ninh mang

Chuén diu ra khoa hoc (Course Outcome):

Khoa hoc an ninh mang & cip do Chuyén gia duogc thiét ké danh cho cac chuyén gia an ninh mang

da co kinh nghiém, c6 nhu cau phat trién chuyén mon sau trong viéc bao vé cac bé mat tan cong

hién dai va van hanh an ninh dya trén tri tu¢ nhan tao. Nguoi hoc s€ dugce trang bi kién thire k¥

thuat chuyén sau vé bao mat hé théng dién toan dam may, nén tang di dong, mang khong day,

[IoT/OT va mat ma hoc; déng thoi ap dung cac ky thuat Al tién tién dé phat hién, phan tich va Gng

pho véi cac moi de doa an ninh mang ¢ mure d§ phurc tap cao.

Giang vién:

Zulkifli Jalil

Noi dung khoa hoc

1.

1. T4n cong SQL Injection — Hoc trurc tuyén

Cac ky thuat SQL Injection nang cao va cac kich ban khai thac trong thuc té.
Phuong phap phat hién, phong ngtra va cac nguyén tac 1ap trinh an toan.

2. T4n cong Mang Khong diy — Hoc tryc tuyén

Céc chuin bao mat khong ddy va cac 16 hong lién quan.
Phan tich cac hinh thirc tan cong vao co ché xac thuc va ma hoa Wi-Fi.

3. Tan cong Nén ting Di déng — Hoc truc tuyén

MB& hinh bao mat cia cac hé diéu hanh di dong.
Céc vector tan cong pho bién trén thiét bi di dong va chién lugc phong vé.

4. Tén cong IoT va OT — Hoc truc tuyén

Céc thach thtrc vé an ninh trong méi truong IoT va cong nghé van hanh (OT).
Nhan di¢n va phan tich cac bé mat tan cong trong h¢ sinh thai IoT.

5. An ninh Dién toan Pam may — Hoc truc tuyén

Kién tric an ninh ddm may va mo hinh trach nhiém chia sé.
Céac cau hinh sai pho bién va kich ban moi de doa trong moi truong dam may.
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6. Mat ma hoc (Cryptography) — Hoc truc tuyén

+ Cac nguyén ly mét mé va viéc trién khai trong thuc tién.

o Phat hién cac diém yéu va sai sot trong viéc ap dung cac co ché mat ma.
7. iLabs: Ung dung An ninh Néng cao dua trén AI — Hoc truc tuyén
Muc tiéu:

Van dung cac k¥ thuat Al tién tién nham bao vé cic moi truong phtrc tap va phat hién céc mbi

de doa tinh vi.

Giam sat hé thong dam may va IoT véi su hd trg cua AL

Ung dung cac ky thuét hoc may trong bao mat nén tang va thiét bi di dong.

Phén tich diém yéu mat ma dya trén Al.

Thyc hanh chuyén sau c¢6 hudng dan trong méi truong phong lab duge kiém soat.

Céc Mo-dun Thyce hanh Bo tro (Cyb3r Expert) — Hoc trie tuyén

Tu dong hoa an ninh dam may va phat hién cu hinh sai bang Al

Lap ban do6 bé mit tan cong IoT bang cic mod hinh Al dya trén db thi.
Phén tich méi de doa di dong thong qua phan tich hanh vi img dung.
Phat hién diém yéu mat ma bang phan tich mau va d6 hon loan (entropy).
Mo phong hoat dong red team c6 ting cudong Al trén nhiéu hé thong.

L trinh phat trién (Progression):

Hoan thanh Cép d6 Chuyén gia — An ninh mang gitp nguoi hoc san sang dam nhiém cac vi tri

an ninh mang cao cép, theo dudi cac ching chi chuyén sau va 16 trinh phat trién lanh dao trong

cac linh vyc nhu an ninh dam maAy, red teaming, tinh bao méi de doa va van hanh an ninh

dua trén Al

Luew y: Tat ca cdc hoat dong thie hanh dwoc trién khai trong méi trieong phong lab dwoc kiém

soat va chi phuc vu cho muc dich dao tao.
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Hoan thanh khéa hoc

Chirng nhan sau khi hoan thanh khoéa hoc (Certifications):

1. Gidy chimg nhan hoan thanh khéa hoc — Chuan bi cho Ky thi An ninh mang, do Cyb3r
Singapore cap.

2. Chimg chi Chuyén nghiép vé Khoa hoc Dit liéu (PCiDS™) — An ninh mang: Pugc cép sau
khi hoc vién hoan thanh day du cac mo-dun Khoa hoc Dit liéu va dat yéu cau trong ky thi
chuing nhan. Ching chi do Data Chord Pte. Ltd. cép va dugc Hiép hoi Cac Nha Khoa hoc

Dir liéu (Association of Data Scientists) kiém dinh chat luong.
Thoi khéa biéu linh hoat (vi du — doi véi hinh thirc hoc triee tiép):

e Dao tao An ninh mang:
o Nguoi di lam: Hoc budi tdi tir 19:00 dén 22:00 vao cic ngdy trong tuan.
o Ngudi khong di lam: Hoc budi sang hodc budi chiéu, mdi budi 3 gid/ngay.
e Chuong trinh Chimg chi Chuyén nghiép vé Khoa hoc Dit liéu (An ninh mang):
e Ngudi di lam: Hoc budi tdi tir 19:00 dén 22:00 vao cic ngay trong tuan; Hodc hoc cudi
tuan tir 09:00 dén 12:00.
e Nguoi khong di lam: Hoc budi sang hodc budi chiéu, mdi budi 3 gid/ngay, hoc lién tuc 6

ngay/tuan.
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